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Chapter 1 ISDN Iltemised Call Details

1.1 Introduction

The configuration of various ISDN dialin connections is described in the following chapters.

In the first scenario (Windows Client Dialin on page 2) you dial into the corporate network
from a Windows PC over ISDN and receive an IP address from the IP subnet.

In the second scenario (Connection of Field Office on page 7) you configure a LAN con-
nection over ISDN to a field office to access the remote network.

Configuration in this scenario is carried out using the Funkwerk Configuration Interface .

Fig. 2: Example scenario ISDN dialin connections

Requirements

The following are required for the configuration:

e An IP address on your LAN interface.
* Boot image from version 7.8.2
¢ Your device must be connected to an ISDN line

* You need at least one MSN (Multiple Subscriber Number)

1.2 Configuration
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1.2.1 Windows Client Dialin

Entering own subscriber numbers

Once you have connected your device to the ISDN, configure your own subscriber num-
bers (MSN) for the ISDN interface.
Go to the following menu for this:

(1) Go to Physical Interfaces -> ISDN Ports -> MSN Configuration -> New.

Fig. 3: Physical Interfaces -> ISDN Ports -> MSN Configuration -> New

Relevant fields in the MSN Configuration menu

ISDN Port Select the ISDN port for which the MSN is to be configured.

Service
For selecting the service that is to react to your own number.

Select PPP (Routing). Contains automatic detection of the
PPP connections stated below except PPP DOVB.
MSN Enter your own subscriber number in this field.

MSN Recognition Select the mode your device is to use for the number comparis-
on for MSN with the called party number of the incoming call.

Service attribute Select the type of incoming call (service detection).

Configure the entry as follows:
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(1) Set Serviceto PPP (Routing) for data connections.
(2) Enter your subscriber number under MSN, e.g. 200.

(3) Leave the Bearer Service setto Data + Voice.
(

4) Leave the remaining settings unchanged and confirm them with OK.

@ Note

If you only have one number available on the connection, which you also need for tele-
phoning, you can set the Bearer Service to Data.

Defining the IP Address Pool
When dialling in to a Windows client your device assigns an IP address from your network.

To create a pool of IP addresses, select the following menu options:

(1) Go to WAN -> Internet + Dialup -> IP Pools -> Add.

Fig. 4: WAN -> Internet + Dialup ->IP Pools -> Add

Relevant fields in the IP Pools menu

Field Meaning

IP pool name This is the name of the pool that you can subsequently select in
the dialin connection.

IP pool range Enter the IP addresses the client receives on dialin.

Configure the entry as follows:



(1) Enter clients for example under IP Pool Name.
(2) Under IP Pool Range enter 192.168.0.10and 192.168.0.20 for example.
(3) Confirm with OK.

Creating an ISDN dialin connection

Select the following menu options to create an ISDN connection:
(1) Go to WAN -> Internet + Dialup -> ISDN -> New.

Fig. 5: WAN -> Internet + Dialup -> ISDN -> New

Relevant fields in the ISDN menu
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Description Enter a unique name for the connection partner.

Remote User (for Dialin  Enter the code of the remote terminal (remote PPP user name).
only)

Password Enter the password for the connection.

Connection Idle Timeout Specifies the duration of the connection without user data.
IP address mode Enter the assignment method used for IP addresses.

IP Assignment Pool
Only if IP Address Mode = Provide IP Address.

Select IP pools configured in the IP Pools menu.

Configure the entry as follows:

1) For example, under Description enter Dialin.

2) In Remote User (for Dialin only) enter dial-in number an.
3

(
(
( For example, under Password enter Secret.

(4) Setthe Connection Idle Timeout to 120 for example.
(

(

~

5) Under IP Address Mode select Provide IP Address.

~

6) Under IP Assignment Pool select Clients.

@ Note

The user name you enter here is not a Windows log-in account, but only intended for
the connection to your device.

Now you must make a few advanced changes for this connection.

To do this, remain in the Configuration menu for this dialin connection and go to the menu
Advanced Settings

Relevant fields in the menu Advanced Settings

Usage Type Here you can limit the connection to dialin only.

Proxy ARP Mode Your device answers ARP requests with its MAC address on
behalf of the dialled-in client if this is located in the same IP sub-
net.

Configure the entry as follows:

(1) SetUsage Type to Dialin only.
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(2) Switch Proxy ARP Mode to Active Only.

(3) Leave the remaining settings unchanged and confirm them with OK.

Activating Proxy ARP

You must activate Proxy ARP, as the Windows client that is dialling in receives an IP ad-
dress from the same subnet it is accessing.

To use Proxy ARP you must activate this function for all of the interfaces involved, in this
example for the dialin connection and for the LAN interface.

Go to the configuration menu in the LAN interface to activate Proxy ARP:

(1) Goto LAN -> IP Configuration -> <en1-0> -> -> Advanced Settings.

Fig. 6: LAN -> IP Configuration -> <en1-0> -> -> Advanced Settings.

Relevant fields in the menu Advanced Settings

Field Meaning

Proxy ARP The gateway answers ARP requests on behalf of the dialled-in
client.

Configure the entry as follows:
(1) Under Proxy ARP select Enabled.
(2) Confirm with OK.



1.2.2 Connection of Field Office

Entering own subscriber numbers

Proceed as described in the section Entering own subscriber numbers in chapter Win-
dows Client Dialin on page 2.

Creating a dialin connection

Select the following menu options to create an ISDN connection:

(1) Go to WAN -> Internet + Dialup -> ISDN -> New.
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Fig. 7: WAN -> Internet + Dialup -> ISDN -> New

Relevant fields in the ISDN menu

Field Meaning
Description

Enter a unique name for the connection partner.

User Name Enter your user name.
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Remote User (for Dialin  Enter the code of the remote terminal (remote PPP user name).
only)
Password Enter the password for the connection.

Connection Idle Timeout Specifies the duration of the connection without user data.

IP address mode Enter the assignment method used for IP addresses.
Local IP Address Shows the IP address for your Ethernet interface to the LAN.
Route Entries Enter the IP address of the remote network and the correspond-

ing netmask here.

Configure the entry as follows:

1) For example, under Description enter Branchl.

2) Under User Name enter Head Office for example.
3

~

In Remote User (for Dialin only) enter Field orficefor example.

4) For example, under Password enter Secret.

6) Under IP Address Mode select Static.
7) Under Local IP Address enter the IP address, for example 192.168.0. 1.
8

9) Inthe fields Remote IP Address and Netmask enter, for example, 192.168.1.0
and 255.255.255.0.

Click the Add button under Route Entries.

~

(
(
(
(
(5) Set the Connection Idle Timeout to 120 for example.
(
(
(
(

Now you must make a few advanced changes for this connection. To do this, remain in the
Configuration menu for this dialin connection and go to the menu Advanced Settings

Relevant fields in the menu Advanced Settings

Entries Configure the outgoing subscriber number for the partner.

Configure the entry as follows:
(1) Under Entries click Add to generate a new entry.

(2) Under Mode select outgoing , and in Call Number (MSN) enter the number, e.g.
210.

(3) Confirm with OK.

@ Note

Bear in mind that this is an example configuration for the head office. The configuration
in the field office follows the same steps based on the values used.



1.3 Result

You have now configured a remote dialin for a Windows client on your device. The Win-
dows client receives an IP address from the same subnet on dialling in.

You have connected your field office to the head office over ISDN.

1.4 Checking the connection

To check the connections, activate the command prompt on a PC in the field office or on
the dialin PC and send a ping to the head office network:

e.g.ping 192.168.0.2

You should then receive the following messages:
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1.5 Overview of configuration steps

Windows Client Dialin

1 ISDN Itemised Call Details

Service

MSN

Service attribute

IP pool name

IP pool range

Description

Remote User (for Dialin

only)

Password

Connection Idle Timeout

IP address mode

IP Assignment Pool

Usage Type

Proxy ARP Mode

Proxy ARP

Physical Interfaces -> ISDN Ports -
> MSN Configuration -> New

Physical Interfaces -> ISDN Ports -
> MSN Configuration -> New

Physical Interfaces -> ISDN Ports -
> MSN Configuration -> New

WAN -> Internet + Dialup ->IP
Pools -> New

WAN -> Internet + Dialup ->IP
Pools -> New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
Advanced Settings

WAN -> Internet + Dialup -> ISDN ->
Advanced Settings

LAN -> IP Configuration -> <en1-0>
-> -> Advanced Settings

Connection of Field Office

Service

Physical Interfaces -> ISDN Ports -
> MSN Configuration -> New

PPP (routing)

e.g. 200

Data + Voice

e.g. Clients

eg.192.168.0.10

and 192.168.0.20

€e.9. Dialin

€.9. Dialin

€.g. secret

e.g. 120

Provide IP Address

Clients

Dialin only :

Active Only

Aktiviert

PPP (routing)
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MSN

Service attribute

Description

User Name

Remote User (for Dialin

only)

Password

Connection Idle Timeout

IP address mode

Local IP Address

Route Entries

Entries

Physical Interfaces -> ISDN Ports -
> MSN Configuration -> New

Physical Interfaces -> ISDN Ports -
> MSN Configuration -> New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
Advanced Settings

e.g. 200

Data + Voice

€.0. Branchl

e.g. Head Office

€.g. Field Office

e.g. secret

e.g. 120

Static

e.g.192.168.0.1

e.g. 192.168.1.0and

255.255.255.0

e.g. Modeoutgoing
and Call Number210



Chapter 2 ISDN DSL backup

2.1 Introduction

The following section describes how to configure an ISDN backup connection for a xDSL
connection with a bintec R232bw. Configuration is performed with the Funkwerk Config-
uration Interface.

The Internet traffic normally runs over xDSL access. If xDSL access fails, an ISDN connec-
tion should be set up. The Metric variable should be used to control the setup of the
backup connection.

Fig. 8: Example scenario ISDN backup

Requirements

The following are required for the configuration:

¢ A bintec R232bw gateway

* Boot image from version 7.8.2
* xDSL Internet access

* ISDN Internet access

* Your LAN must be connected to one of ports 1 to 4 on the gateway.

2.2 Configuring Internet connections

An entry is created for both Internet connections over xDSL and ISDN.
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xDSL Internet access

PPP over Ethernet (PPPOE) is the use of the Point-to-Point Protocol (PPP) network pro-
tocol over an Ethernet connection. Today, PPPoE is used for ADSL connections in Ger-
many. In Austria, the Point To Point Tunnelling Protocol (PPTP) was originally used for AD-
SL access. However, PPPoE is now offered here too by some providers.

Go to the following menu to set up an Internet access over xDSL with PPPoE:

(1) Goto WAN -> Internet + Dialup ->PPPoE-> New.

Fig. 9: WAN -> Internet + Dialup ->PPPOE -> New

Relevant fields in the PPPoE menu

Field Meaning

Description Give the connection a name. The first character in this field
must not be a number and no special characters or umlauts
must be used.

PPPoE ethernet inter- Specify the interface for your gateway over which the xDSL con-

face nection is to be established.
User Name Enter the user name you received from the provider.
Password Enter the password you received from the provider.

Always on (flat-rate This indicates that the gateway does not automatically clear the
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mode) connection.

Connection Idle Timeout Define the time in seconds after which the gateway clears the

connection in the absence of data traffic.

IP address mode Defines the mode following which the gateway receives the IP
address.

Standard Route For this connection, a standard route is automatically created.

Create NAT entry NAT is enabled for this connection.

To set up Internet access over xDSL, proceed as follows:

(

)
(3
(
(

~

4
5)

~

Under Description enter the name for the connection, e.g. T-Online.

For PPPoE Ethernet Interface, select ethoa50-0.

Under User Name enter your user name defined in the access data for your provider.
Under Password enter the password for your Internet access.

Leave the default setting Not activated for Always on (flat-rate mode) if you do
not have a DSL connection with flatrate.
If you have an Internet access without flatrate enter the time in seconds after which
the gateway should clear the Internet connection when there is no further data ex-
change under Connection Idle Timeout, for example 300.
If you have an Internet access with flatrate, select Always on (Flatrate Mode). If
selected the gateway will never clear the Internet connection automatically.

Under IP Address Mode select Get IP Address.
Keep Default Route selected.
Select Create NAT Policy .

Leave the remaining settings unchanged and confirm them with OK.

ISDN Internet access

Go to the following menu to set up an Internet access over ISDN:

(1)

Go to WAN -> Internet + Dialup -> ISDN-> New.



Fig. 10: WAN -> Internet + Dialup ->ISDN -> New

Relevant fields in the ISDN menu

Field Meaning

Description Define a name for the ISDN Internet connection.
Connector Type Specify the connection type.

User Name Enter the user name you received from the provider.
Password Enter the password you received from the provider.

Connection Idle Timeout Define the time in seconds after which the gateway clears the
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connection in the absence of data traffic.

IP address mode Defines the mode following which the gateway receives the IP
address.

Standard Route For this connection, a standard route is automatically created.

Create NAT entry NAT is enabled for this connection.

Block after connection Define the time for which the connection should be Blocked if

failure for no connection can be established.

Entries Enter the subscriber numbers that should be dialled to reach the
provider.

Proceed as follows to set up Internet access over ISDN:

Under Description enter the name for the connection, e.g. Freenet.

Leave the Connection Type setto ISDN 64kbps.

Under User Name enter your user name defined in the access data for your provider.
Under Password enter the password for your Internet access.

Enter the time in seconds after which the gateway should clear the Internet connection
when there is no further data exchange under Connection Idle Timeout, for example
300.

Under IP Address Mode select Get TP Address.
Keep Default Route selected.
Select Create NAT Policy .

Click Advanced Settings and under Block after Connection Failure for enter a time
in seconds for which the connection should be blocked if the Internet connection can-
not be established, e.g. 30.

10) Under Entries click Add.

12) Enter the subscriber number of the provider under Number, e.g. 0101901929.

(
(11) Select outgoing under Mode.
(
(

13) Leave the remaining settings unchanged and confirm them with OK.

&n Note

The Connection Idle Timeout for the ISDN connection should be kept relatively short
to prevent any unnecessary costs.
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2.3 Adjusting the metric

The route metric must be set higher than the ISDN connection so that the ISDN connection
is only established if the xDSL connection has failed.

Go to the following menu to set the metric for the route higher than the ISDN connection:

(1) Go to Routing -> Routes ->IP Routes.

Fig. 11: Routing -> Routes ->IP Routes

Relevant fields in the IP Routing menu

Metric Determines the priority of the route.

Proceed as follows to set the metric for the route higher than the ISDN connection:
(1) Under Interface <WAN_T-ONLINE> click the icon.

(2) Under Metric select a value, e. g. 1.

(8) Confirm with OK.

(4) Under Interface <WAN_FREENET> click the icon.

(5) Under Metric select a higher value than the value for your route over xDSL, e. g. 2.
(6) Confirm with OK.

Click Save Configuration and confirm with OK to save the configuration permanently.



2.4 Result

You have now created a back-up connection over ISDN that is enabled automatically when
required.

2.5 Checking the configuration

If you enter the command debug all in the command line for the gateway you can track
how the connections are set up and cleared in the event of a failure. To simulate a failure,
remove the cable for the respective connection from the port.

Enter the following in the command line of the gateway and confirm with Return:

r232bw:> debug all

Connection setup over xDSL

rz3Zbw:> debug all
01:11:48 INFO/INET: dialup if 10001 prot 1 192.165.100.Z2:20458->62.146.2.103:19036
01:11:48 DEBUG/FPF: T-Online: event: 3, status: 0 (5) -> 1 (5)
01:11:458 DEBUG/FFF: T-Online: send PPPoE Actiwve Discovery Initiation (PADI,interface: 50000
01:11:48 DEBUG/PPP: T-Omline 1/0/2/1: PPPoE call identified
01:11:55 DEBUG/PPF: T-Online: send PPPoE Actiwve Discovery Iniviation (PADI, interface: 50000
01:11:55 DEBUG/PPP: T-Omline 2/0/2/1: PPPoE call identified
01:11:55 DEBUG/PPP: T-Online 2/2542/2/5: PPPoE session estahlished
01:11:55 DEBUG/PPP: layer 1 type pppoe
01:11:55 DEBUG/PPP: T-Online: ewvent: 16, status: 1 (5) —> & (1)
01:11:55 DEBUG/PPF: T-Online: outgoing connection established
01:11:55 DEBUG/PPP: T-Omline 2/2542/2/5: PPPoE call identified
01:11:56 INFO/FFF: T-Online: local IP address is 84.146.232.180,remote is 217.0.116.91
01:11:56 DEBUG/INET: NAT: new outgyoing sSession on ife 10001 prot 1
H H H ©192,168.100,2:512/584.146.232.160:32769 —> 62.146.2.103:0

xDSL link fails
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01:12:09 DEEUG/ATM: DSP_ATHM TC_NOSYNC

01:12:12 DEBUG/ATM: adsl3-0:ATHM delineation lost; initiating D3L retrain

01:12:12 DEBUG/ATM: adsl3-0:link down

01:12:12 DEBUG/PPP: T-Online 2/2542/2/6: PPPoE session terminated

01:12:12 DEBUG/PPP: T-Cnline: event: 18, status: 3§ (1) -»> 0 (5

01:12:12 INFOQO/PFP: T-0Online: outgoing connection closed, duration 17 sec, 555 bytes received, 871 bytes sent,
1 1 1 1 0 charging units, 0 charging amounts

01:12:15 INFO/INET: dialup if 10001 prot 1 192.165.100.2:2048->62.146.2.103:16220

01:12:15 DEBUG/PPP: T-Online: event: 3, status: 0 (5) -> 1 (5]

01:12:15 DEBUG/PPP: T-Online: send PPPoE Active Discovery Initiation (PADI,interface: 50000

01:12:15 DEBUG/PFF: T-Cnline 3/0/2Z2/1: PPPoE call identified

01:12:16 DEBUG/ATM: ADSL TRAINING STATE: SHOWTIME

01:1z:16 DEEUG/ATM: ADSL TRAINING STATE: FAIL_

01:12:16 DEBUG/ATM: ADSL TRAINING 3TATE: IDLE

01:12:16 DEBUG/ATM: ADSL TRAINING STATE: IDLE

01:1z:16 DEBUG/ATM: DSP_IDLE

01:12:16 DEBUG/ATM: ADSL TRAINING 3TATE: IDLE

01:12:16 DEBUG/ATM: DSP_OVERLAY START: 1

01:1z:16 DEEUG/ATM: DSP_COVERLAY END: 1

01:12:16 DEBUG/ATM: adsl3-0: RITATE IDLE

01:12:40 DEBUG/INET: NAT: delete session on ifc 10001 prot 1192.168.100.2:512/64.146.232.180:32769 &£lt;-&gt;
| 62.146.2.103:0

01:12:46 ERR/PPP: T-Cnline: no response to setup, dialout failed

01:12:46 DEBUG/PPP: T-Online: event: 11, status: 1 (5] -> 7 (8)

01:12:46 INFO/PPP: T-Online: interface is blocked for 60 seconds

ISDN connection

01:12:46 INFO/INET: dialup if 10002 prot 1 192.168.100.2:2048->62.146.2.103:15708

01:12:46 DEBUG/PPP: Freenet: ewent: 3, status: 0 (5) —» 1 (5)

01:12:46 DEBUG/PPP: Freenet: dial nunber £lt:00101901923&gt:

01:12:50 DEBUG/PPP: layer 1 type hdle, 64000 bic/sec

01:12:50 DEBUG/FPP: Freenest: event: 16, status: 1 (5) -> 8 (1)

01:12:50 DEBUG/FPP: Freenst: outgoing connection established

01:12:50 INFQ/PPP: Freenet: local IP address is §9.51.245.19,remote is 62.104.219.38

01:12:50 DEBUG/INET: MAT: new outgoing session on ife 10002 prot 1 192.168.100.2:512/89.51.245.19:32770 -» 62.146.2.103:0

xDSL link is available again, ISDN is cleared
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2.6 Overview of configuration steps

xDSL Internet access

Description WAN -> Internet + Dialup -> e.g. T-Online
PPPoOE -> New

PPPoE ethernet inte- WAN -> Internet + Dialup -> ethoa50-0

face PPPoOE -> New

User Name WAN -> Internet + Dialup -> €.g. t-online.de
PPPoE -> New

Password WAN -> Internet + Dialup -> Your password
PPPoOE -> New

Always on (flat-rate WAN -> Internet + Dialup -> Enabled for flatrate

mode) PPPOE -> New

Connection Idle WAN -> Internet + Dialup -> Only for connections without

Timeout PPPoOE -> New flatrate, e.g. 300

IP address mode WAN -> Internet + Dialup -> Get IP Address
PPPoOE -> New

Standard Route WAN -> Internet + Dialup -> Aktiviert
PPPoOE -> New

Create NAT entry WAN -> Internet + Dialup -> Aktiviert
PPPoE -> New

ISDN Internet access

Field Menu Value

Description WAN -> Internet + Dialup -> ISDN e.g. Freenet
-> New

Connector Type WAN -> Internet + Dialup -> ISDN ISDN 64kbps
-> New

User Name WAN -> Internet + Dialup -> ISDN e.g. freenet
-> New

Password WAN -> Internet + Dialup -> ISDN Your password
-> New

Connection Idle WAN -> Internet + Dialup ->ISDN e.g. 120

Timeout -> New

IP address mode WAN -> Internet + Dialup -> ISDN Get IP Address

-> New
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Standard Route WAN -> Internet + Dialup -> ISDN Aktiviert
-> New

Create NAT entry WAN -> Internet + Dialup -> ISDN Aktiviert
-> New

Block after connection WAN -> Internet + Dialup -> ISDN e.g. 30

failure for -> New-> Advanced Settings
Entries WAN -> Internet + Dialup -> ISDN Modeoutgoing with Call
-> New-> Advanced Settings Number e.g. 0101901929

Adjusting the metric

Metric Routing -> Routes ->IP Routes-> e.g. 1
<WAN_T-ONLINE> ->

Metric Routing -> Routes ->IP Routes-> e.g. 2
<WAN_FREENET> ->
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